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APPENDIX
Appendix I: List of Recommendations

This section lists the full list of recommendations thatdalissed with experts during

my interviews.

A.1 Recommendations

This section makes a set of recommendations based on thggtin&iom the phishing analysis
(chapter 2) and preliminary stakeholder analysis (ch&)teFhe recommendations are categorized
into the following framework: prevention, detection, koemails/websites, shutdown, and warn
user (see grapl2.9.

The overall objectives are:

1. Catch phishers before they launch attacks
2. Detect attacks as early and accurately as possible

3. Block phishing emails at mail gateways

-
Prevention
Detection/
analysis
~ P - -
Shutdown Warn User Bl e”.‘a"s d
Websites

Figure A.1 Taxonomy of phishing technical countermeasures



173

AN

. Takedown phishing websites as soon as possible

(62

. Improve mutual authentication between financial insotws and consumers
6. Minimize money laundering due to phishing

7. Warn and educate users effectively
In the section that follows, | outline recommendations toiewe these objectives.

A.1.1 Prevention

As shown in Figure2.9, the first step to fight phishing is to prevent attacks befbey imate-
rialize. Effective law enforcements will reduce the phishecentive to commit crimes, and will
lower the probability of phishers launch attacks after segupersonal and corporate resources.
Corporate that handle incidents better will be less attratargets for phishers, and finally proac-
tive measures of anti-phishing from registrars will makeisg up phishing attacks much harder.

We list the recommendations below.

A.1.1.1 Recommendations for effective law enforcement

1. Law enforcement: Continue operations to identify and catchphishing gangs such as
the Rock Phish gang.As the underground phishing market improves its efficieptysh-
ing operations will consolidate and a few organizationg bl responsible for most of the
phishing. It is estimated that phishing gangs such as RodhRire responsible for up to
to 50% of phishing. Therefore efforts spent on catching tieenmecessary. In my interview
with law enforcement and other experts, | will consoliddteit advice on catching Rock
Phish.

2. Law enforcement, industrial organization, and academia: Fovide a more accurate
measure of the loss due to phishing in general and particulaincident. There is a lack of
data on the monetary losses caused by phishing attacksdtdsto get for a variety of rea-

sons: banks do not know whether a fraud charge is due to pigisiniother activities such as
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dumpster driving or malware and the number of people ergenformation does not mean
that the information is correct and can be used by phishtesks may not convert to actual
losses because banks have sophisticated fraud systemBdeDomstimates are important
because itis difficult for law enforcement to open casesyitho not have a good idea of the
loss. | suggest three possible directions to gather the fiediecollect and preserve forensics
data when the phishing server is seized, provide a detaifednation about the accounts
stolen and collaborate with banks to double check thesel frages; second, study the in-
ternet phishing black market for prices of the stolen gdoasid lastly, conduct empirical

measures, not surveys. Recent efforts by Moore and Clag@nflorencio and Herley [36]

provide innovative ways to investigate this issue—theithods can be easily shared with law
enforcements on a case by case basis to measure the mowsthoth in general and in

specific phishing cases.

3. Regulators: Push the adoption of the cybercrime conventiomaround the world. Crim-
inals work their way through the countries that do not convily the cybercrime conven-
tion. To close the loophole, efforts need to be made for ammto ratify the cybercrime

convention—a model regulation framework proposed by theg2an Union.

4. Law Enforcement: Disrupt the underground black market economy. As mentioned
in Chapter 2.2, phishers, spammers, botnet herders, ankbg@agrs collaborate to commit
crimes and make trades in the Internet black market. Eftortlisrupt the Internet black
market will sever the criminals ability to connect with easther. The paper by Perrig and
Franklin [38] has outlined a few possible ways to disruptrierket. | recommend further

research and action in this area.

In my expert interviews, | will ask law enforcement expedsbomment on these proposals

and make suggestions that could enhance phishing law enfierat.

LEconomics predicts that markets at equilibrium supply &damand. It is therefore possible to infer the loss
due to phishing from the prices of these commaodities soldlackimarkets
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A.1.1.2 Recommendations for securing personal and corpotacomputing re-
sources for anti-phishing

Today, phishing attacks are launched through compromisesbpal and corporate computers
around the world. Spam emails are sent through vulneralde oyail relays and susceptible web
forms. Hacked machines host half of the phishing websitescufng personal and corporate
computing environments will make it harder for phishersaonch attacks. Below is a list of

security recommendations.

1. Technology Vendors: Protect host files on user computer§Some phishing attacks poison
DNS records by altering local DNS look up files (except for Wéws Vista). Currently,
local hosts files are not protected by Windows or by antis/software. Protecting these

files will help eliminate the DNS poisoning problem and reglpbishing attacks.

2. Website operators: Check and fix the web form vulnerability for mail injection attacks.
Mail injection attacks can compromise web mail forms, a nsdanspammers to relay mail.

CERT or APWG can also help by producing a toolkit to discones vulnerability.

3. Academic institution, CERT, vendors and law enforcement: ©ntinue research and
operations to shutdown botnets.Botnet is the crucial machinery for criminals to launch
and evade phishing attacks. Shutting down botnets will mbt belp eliminate phishing,
but a variety of other attacks such as DDOS and spam. Howeaey have argued that
shutting down botnets is not worthwhile for three reasonsnerabilities in computers are
numerous and it only takes one exploit to control computasgrs are careless and are
easily fooled into installing malware on their computererén are hundreds of millions of
potentially vulnerable computers connected to the Intermehink all of these are valid
points that acknowledge the difficulty of the task, howeitdras been shown in the past that

it can be done.

4. Researchers, Vendors: Research into secure patching for inerabilities. Many com-

puters become infected because of zero day exploits whidkehareverse engineer a patch
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and produce exploits and infect computers that are not pdtdhcan be as little as six hours
for an exploit to be created from a patch. Although we woultd tio see software secure by
design, it is unlikely that patches will not be needed. Regteimto secure patching (possibly

using public cryptography) would help alleviate the problef zero day exploits.

5. CERT or APWG: Produce a list of most frequently hacked websies and notify the
website operators of their vulnerability. Provide toolkits and educational resources to
help website operators secure themselveBecause about 50% of phishing today is on
hacked websitésthis will give incentive for operators to investigate winetwebsites are

hacked and provide them with tools to fix it.

A.1.1.3 Recommendations for improving risk management andhcident han-
dling for phishing
1. Institutions: If frequently targeted, review security pro cedures and security processes
and establish phishing countermeasureslf a bank is continually being robbed, it means
that the security measures in place are inadequate. In the gain, if phishers continu-
ally target an institution, it means that the security measat the institution need to be

improved.

2. Institutions: Identify a list of high-risk clients and prov ide education and additional
measures to protect them Clients such as account executives and business accoudetfol

will be at special risk due of phishing because of their netivand their inexperience.

3. Banking Regulators: Obtain and monitor statistics of the tageted institutions for fraud
losses and press the corporations about their security prdices if necessary.As men-
tioned earlier, there is little data available about franskkes in banks. Banks do not want
to disclose these numbers because they do not have anyiuwssetat do so. Without accu-
rate reporting of these fraud losses, regulators would nowtkthe banks’ performance and

would find it hard to provide guidance. Requiring banks taoreguarterly fraud losses for

2According the data we compiled from Phishtank during the week period in July.
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regulator review will help the banks examine their integralcesses of control and also help

them better manage the process. The data may not need to liie pub

A.1.1.4 Recommendations for proactive measures from regrsirs

1. Academic Institutions or industry groups: Conduct a study on registrars’ preparedness
for phishing and other frauds. Produce best practices for registrars and compile case

studies for registrars that prevented phishing.

2. Regulators (ICANN): Provide guidance and help registrars b detect phishing registra-

tions. If necessary, issue security standards about phishing@épstrars.

A.1.2 Detection

The earlier the detection of attacks, the shorter the resptime for shutdown and blocking.

1. Email Services: Automatically forward suspected phishingemails to antiphishing ser-
vices at mail gateway levelSince the email gateway is the first point of contact to phighi
emails, phishing emails are freshest here. The difficultyh& mail providers lack incen-
tives to report phishing, because their primary concerp@&rs Since most filters do not
treat spam and phishing differently, reporting phishingaésnat the gateway level means

manual work to separate phishing from spam first.

2. Academic institutions or open source community: Provide a god set of open source
phishing filters to integrate with spamassassinThere are many email providers on the In-
ternet. While large mail providers can deploy sophistidamail filters, smaller and medium
size providers usually rely on open source spam filters sadpamassassin. The standard
configuration of spam assassin only catches about 70% diipgismails [34]. To raise the

bar for phishing protection, phishers filters should beasdel to the public domain for free.



178

A.1.3 Filter emalil / websites

1. Encourage mail providers to scan for phishing at mail stora@. In some instances, doing
filtering at the mail storage level is preferable—gatheang updating the phishing email
signatures take time and some phishing detection techsigaepiire network query (DNS
lookup), which would slow down the filter performance draicedty if implemented at gate-
way (it takes roughly four seconds to process a 10kb emaihiiing network lookup). There
is usually a 12-hour lapse between the time mail is in marisgje to the time mail is down-
loaded to clients computers [100]. Between these staget §itiering can be applied and
mails can be tagged or removed before the client ever dowsltteem. However, there may

be legal and privacy concerns regarding provider exanunatof users personal inboxes.

2. Mail clients could be the next step to combating the problemRegular software clients
such as Outlook and Thunderbird can run some phishing testsvarn users when the
emails are opened. The benefits of doing it here are that thaul be no privacy and legal
concerns, and mail clients have more information aboutessnahd others for sophisticated

filtering.

3. Web browser vendors: Continue to improve browser anti-phisiing toolbar perfor-
mances, with a goal to catch 85-95% of phishing URLs within arhour. As shown in
Figure 9, Internet Explorer 7 was only able to detect lesa B2 of phishing websites
within 12 hours, and Safari does not have any phishing ptioteget. More efforts here are

needed in this area.

4. Email Providers: Support email authentication SPF and DKIM. Although email authen-
tication will not solve the problem of email fraud, it doepide accountability in email
when used properly. For companies to adopt these methoad, @mnts must first support

them natively.
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A.1.4 Shutdown / block phishing websites

1. CERT or APWG: Produce a list of most frequently hacked websies and constantly
monitor websites’ security for improvements. Roughly 50% of phishing is hosted on
hacked websites. By producing these statistics, webslterowill be aware of their vul-
nerabilities. Whenever websites are hosted on hacked sitesowners should be directly

notified so that they can take it down and fix its vulneralagti

2. Registrars: Examine solutions to shutdown and suspend RodRhish domains quickly.

A.1.5 Warn and educate user

1. Email clients: Provide effective and integrated warnings ér users about phishing mes-

sages, and research ways to better present warnings.

2. Government, education, and industry groups: Educate consmers about the risks of

instant messaging networks.

A.1.6 Minimize money laundering

The final step is to minimize money loss due to phishing.
To do this, we need to make it harder for third parties to uskestcredentials to commit
fraud, and make it more difficult for phishers to launder moeeen with stolen credentials. My

recommendations are:

1. Financial institutions: Work closely with anti-money laundering communities to ensure
that anti-money laundering systems are used to detect phighg related fraud. Anti-
money laundering systems have been used worldwide for meassy To the best of my
knowledge, they have not been used to detect phishing frauecommend that phishing
rules be added to the AML systems and focus on phishing gaglgavinrs. In my expert

interviews, | will ask their opinions on these issues.
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2. Regulators (FTC): Launch education campaign to educate thgublic about mules.
Mules are a crucial element in the underground market, astthasfer money or redirect
goods to criminals. Many of the money mules are unaware ligsdttivities they engage in
are illegal. As companied with phishing, there are few etanal materials in the media
about money mules. | recommend regulators such as the FlaDiasgga campaign against
money mules The campaign could either be a standalone cgmgaa combined campaign.
The format could be testimonials, actual police cases, aoohnmendations on how not to

become a money mule

3. Industry association: Study money wiring practice of Westen Union and Money Gram,
especially their security practices about wiring money owide the country. Western
Union and Money Gram are one of the key tools that mules useatsfier money. The
system is designed to make money transfer easy, which alkesiiaeasy for criminals. |
propose a simple study: to investigate security practitidatons and authentications, in-
vestigators should visit a dozen local Western Union and é¢d@ram branches and try to

transfer money to Eastern Europe.

A.1.7 Other recommendations

1. Financial institutions: Implement better mutual authenti cation systems.Better mutual
authentication means banks can be certain that custonegratl dealing with are actually
customers, and vise versa. Better-implemented systerhsmake it difficult for phishers
to gain access to accounts even though they may have craldemth as usernames and
passwords. However, better authentication will not makengossible to eliminate fraud
because we can assume that attackers can gain access toa#dentials that regular cus-
tomers have (in extreme cases). Although this comes at & hayist to the attacker, it is not

impossible.

2. AcademiaContinue research on mutual authentication.

3Recently, Phil H. at Verisign also had the idea of a mule-Gawhpaign.
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3. Internet service providers: Implement egress and ingresslfering.

4. Internet service providers: monitor outbound network traf fic from unpatched comput-

ers and request users to update.





